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ICAC TASK FORCE

Craigslist Investigations: Update
Part 2

January 23, 2014
Detective Wayne Nichols

Webinar Information

This webinar is supported by grant 2013-MC-FX-K104,
provided by the Office of Juvenile Justice and
Delinquency Prevention (OJJDP), and is brought to you by
the ICAC Training & Technical Assistance Program. Points
of view or opinions in this document are those of the
author and do not necessarily represent the official
position or policies of the U.S. Department of Justice or
Fox Valley Technical College.

ICAC Training & Technical Assistance is a program of the
Fox Valley Technical College-National Criminal Justice
Training Center (NCJTC).
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During the Webinar

All attendees will be muted.

If you desire to ask a question, please use the
questions section of the GoToWebinar dialogue
box, typically on the right side of your screen.

Please do not raise your hand for questions, we
can not unmute you.

Questions will either be answered directly by a
panelist or asked to the presenter who will
answer.
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Poll Questions

¢ Poll questions may be asked during the webinar. They
are asked so we can better understand the audience
and provide the most useful information to you.

¢ As they will only be open a short period of time, please
respond promptly.

Post Webinar Information

¢ At the conclusion of the webinar, a short survey will
appear. We ask that you complete the survey in an
effort to gather information to better serve the
community in preparation for future webinars. Please
complete it before signing off.

You will receive a link to access our law enforcement
only webinar library where you can view the recording
and access related webinar material. Due to the
sensitivity of some of the material you must be a
registered law enforcement member of the NCTJC.org
website. If you are not currently a member, you will
need to register for access at www.ncjtc.org.
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Craigslist Investigations

e Poll Question 1:
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Introduction

¢ Wayne Nichols

¢ Active law enforcement with over 11 years of
experience

— Henderson, NV Police Department
e Computer Crimes Unit

¢ TFO for the FBI (Internet Crimes Against Children task
force)

¢ Conduct proactive luring / enticement
operations
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Instructor Requests

Questions

— The more the better
— There is no such thing as a stupid question

Networking
— Police reports
— DMV photos

— Local assistance
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Goals and Objectives

e Craigslist vs chat rooms

— Pros
— Cons

¢ Craigslist postings
— The good
— The bad
— The ambiguous

* Important to not miss out on these types
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Goals and Objectives (cont)

¢ Using CL to identify your suspect

¢ Advanced methods to prove your suspect
showed up
— Case study

¢ Common questions
— Script
— Initial communication

— Minimal sexual communication
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CL vs. Chat Rooms (pros)

¢ The offender is placing the ad
— The investigation begins with the CL post

e With CL, less likely to be dealing with “fantasy
communicators”

— More likely dealing with an offender who has
made his mind up to meet

* With CL, you’re communicating with someone
who resides in your jurisdiction
— Or will be in your jurisdiction
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CL vs. Chat Rooms (pros)

¢ The time between communication to an
actual meeting is often very quick *
— Patience of the offender

— Time restraints they have (visitor in town)

e Turnaround time on subpoenas to CL is much
quicker
— Days versus weeks
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CL vs. Chat Rooms (pros)

¢ The majority of your offenders are identified
prior to the meet
— LE tools and email research tools are essential
* TLO
* NCMEC

CL vs. Chat Rooms (cons)

¢ Amount of grooming and or sexual
communication is minimal compared to chat
room investigations
— Can be a huge obstacle for your prosecutors
* Case begins with the CL post
The time between communication to an
actual meeting is often very quick**
— Patience of the offender
— Time restraints they have (visitor in town)
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Where to Focus Efforts

personals
strictly platonic

‘Casual Encounters’ women seek women
women seeking men
men SEEk\ﬂg women
men seeking men
— M4M (men looking for misc romance

men) casual encounters

missed connections
‘Misc Romance’ rants and raves

— M4W (men looking for
women)

unters === wdm mim méw wdw tdm mdt

vimw mamy wiww mimm mmdm wedw wwdm mmdn mdww wimm My mudt
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Craigslist Postings

Prosecution purposes

— Enticement postings fall into 3 categories
¢ The good
e The bad
¢ The ambiguous

— Important to not miss out on these types
Be mindful of potential search terms

— Young, any age, girl, incest
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Craigslist Investigations

e Poll Question 2:

CL » las vogas » 3l pamonsis » casual encountrs

] am
Wanting 2 cum twice tonight - mdw - 30

S ' wanting 10 cum 2 timess bosight. One in ur mouth of tits. Tm 0% chea. Boen checked. An after st | want o b sack if Sand again then | wanm|
fuack: wnntrld § com cum sgpain. With prodection then. So pot 2 times in it s | know u sead it an pic 1o thask you

& VO ok b o i s wilh servces o othes commervial ety
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las vegas craigshst > personals > casual encounters email this posting to a friend

Seeking 1YOUNG girl who wants to ($5) - mdw
(Vegas)

Date: 2010-02-25, :55PM PST
Reply 1o pers-pywmd- 16179630898 cralg:

The tithe says st all.. T am booking for a very young girl who wants 10 muake some 55 today

s NOT ok to contmer s poster with services ee other comsercial Emereits

PostglD: 1617963089

5% YEQAS CIagaisl > Dersonals > CasuM encountens emai inis posting 1o & friend

ndw - 48 (Vegas)

1 doddy boves fot n youger gisl, |
s cock get back i yomr chler and want
u 3 also like 10 liear from otk
tmonnson or Daddainghter timg or even just age difference, open to all

A stoqy for your ensertainsent

Sisie winpped a fowel aroand b Tnsh young body, tucking the ends together above her breasts. She

packed i her darty cloal f Ivex paremts’ bathroon. beading for

took four steps and doppe 1l opens. Her Exther

wakst down. His evect penis was sticking straight up and be was touching himself. »
chinig his penss, be was urbatitig! She was shocked, but at the sane H

cumated. Her fath beautifial

las vegas craigslist > personals > casual encounters

Please rpert nspected exp on g minors to the appropriate

Need a quick fix - m4w - 20 (Lamb and Craig)

Date: 2012-02-24, 10:46AM PST
Reply to: Sqkw [-286868471 5@ pers.crmigshistorg

Tneeds quick fix even of its just some head in the car willing to drive to u <O

hit me up quick

+ Location: Lamb and Craig
+ ir's NOT ok to contact this poster with services or other commercial interests

PostingIT): 2868684715




BIG COCK looking for YOUNG discreet GIRLs.. - mitons coviped
m4w (sin city) prisbrcd

Dot 201 2-05-003, 4:03PM POT
Reply tor zekok-2094 74748846 pers.craig

Yes i love me the taste of a young girl. vou know you've wondened sbout being with a fat thick cock.. we
don't peed 10 1alk o get to know each other.. just spread your hegs and ket me lick your pussy and cat you

oait... then when | have heard you moan... § will shove my big dick inside your pussy and watch your pussy

spread nice and wide.., shoot e an email.. personal trainer body here so yotie not getting as it old man

* Locati ity
® s NOT ok o contact this poster with services or other commercial isterests

BIG COCK woke up looking for younger kinky girl -
mdw (vegas)

Dratee: 2002-05- 10, :45AM PDT

at pest o sraigalis
Reply to: jwk- 3073665661 pers craigslist org :

Woskiz i and wanting to faste a young girls pussy...the younger the beterr. 1 have a nice big fat cock for youl
il you think you can handle it stretch your out wide.. The wifie | away so | need 1o be discreet with

SetICOne You ye iils ane gorgeotes.. Tim tall in shape and very handsome...

® Lecation: vegas
= s NOIT ok 80 contace this poster with services o echer commencial interests

amail this

10 the gy
please flag with care: [7]

Daddy searching for his little girl - mdw - 45 ezt ted
(southvegas)

abe: 2002-06-27, 11:15AM PDT
eply B iy 1S VO3ST & prors cxai

I search of my lintke darting for maughty play and 1o make Sure she is ken care of. P “daddy’s giel” in the
subject so i know your not a spam bot

* Locstion: southvegss
® ‘s NO ok to contact this posicr with services or other commensial interests

PustinglD: 3104810357
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CL » fas vegyas » o porscrals = casual ancountors
P ke S5 090 i . " " 1
o= Marricd man secks school girl for bj's =+ < mdw - 25 {High school or College)

a ligour or pive yom $33. Send me &
ut | sce 1l respossd pevsptly asd we

Using CL to Identify the Poster

¢ CL provided information
— IP address
— Phone number associated with account
— Previous postings
* The most important information you can use
— Phone numbers
— Photos

— Other identifiers
— The key being different types of previous postings

2814800902
affroadbiguexybyahes. con
3

Sun Jul 31 2001 21

cars & trucks - by owner
for sale / wasted
500

ted by staff

. Joep Mranger of an economy car.
You 1 oF text foF questions or mesting time.
T03-505-0451
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Advanced Techniques to Prove

Suspect Showed Up

Case Study

¢ Arrested in May 2013
for enticement of a
minor

— Later federally indicted
¢ Suspect was not

arrested after showing

up to the meet location

10
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Craigslist Posting

CL > laz vogas > all porscriala > casusl ancourdors

Foply | ikt 152250 0 pensmplulang Nl

suakonmd el wen belel

Lookin for any type girl ASAP - mdw - 24 (Northwest)

8 dark hand 1 Tent or call mo email looking for sow | can go 1o you or meed op open (0 ssyone lext me ASAT send pac

& MIMAIL IR ol i ien]

Case Study

¢ Replied to the ad as a 14 year old female

e Communication later migrated to text
message

— Google Voice

Subject was very aggressive with sexual
communication

— Difficulties agreeing on a meet time
— Subject failed to show up twice
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Case Study

» On his 3" request to meet, it was over the
Memorial Day weekend
— Limited personnel was on duty

— Decision not to deploy based on previous failed
meetings

11
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Sat. May 25, 2017 & 955 PM

Case Study

* Suspect was arrested
several days later

¢ Search warrant was also
obtained for cell towers
— Additionally proving he
was there during the
time frame

¢ Was indicted in June
2013

Considerations

» Safety to the public

— Suspect arriving to location actively looking for a
juvenile

— Even if suspect leaves, are other juveniles in danger?
* Unknown juvenile’s he’s communicating with

* Are you truly able to prove suspect arrived at
meet location?

— EXIF data

— Cell towers

— Surveillance cameras

— Purchase history around time of arrival

(ﬁ:ac
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Questions?

The Most Common Questions

¢ What is your script?

¢ What is the initial communication with
subject?

* What do you do if the sexual communication
is minimal?

The Script

* Consider personifying a younger age

— Prosecutors will want the wider age gap between the
offender and “juvenile”

» Different methods to personify younger
— Pending birthday
s “I'll be 14 years old in 2 more months”
— “Next year I'll be a freshman”
* Consider citing a dysfunctional home
— “Ilive with aunt”
— “ live with grandma”

@:ac
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The Script (cont)

¢ Cite concern of looking for “no drama”
¢ Make a decision on the juvenile’s sexual
history
— Virgin?
* Is it realistic a juvenile is looking through explicit online
postings?
— 1 to 2 sexual partners?
¢ How old were these previous partners?

— Are you willing to talk about these previous
encounters?
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Excerpt of Communication

= 1STATH1I6: 50 weukd you Ma 15 rabel scraater #nd hang out?

e i o & whatevec._just a8 ko 8 Thees no Srema_s iookn 2 chlT
]

U | i s vt Rsciens v i s oy i 47

URTBEIIT30: not il whan | s e 18- |

oy

AT, what st ouT have i ewn wih cider gupn?

e yup,_but im ot e B wht tho

S1RILI4130. | o Ihink yours B B2, how oid waee ey ? s carious

™ 8_dont @etn e 1 inbosbe_sery |

124204134, Thats 8 Good T¥ng. yDurs # 1001 Sk hens Shousd B4 mone peopis e 10w

e 3230000 Bmet by | Bn

*1SRMIIIE. i maC O, i WA Cm §5 11y (8GO hbrey ot oL ySur place whee ot sust it homeT
M Ty, S [} 0 B U QUAEOR B

e

e o s B 8 7T st logiting 4 ANY drams

1ATIATINI6 | et e v B | meved R | W e oy cram | Erormie

i | ent et marvou ey ek moukd KILL e whe wrver found ot

AT s word o 2t Kong e e Becowve e carwhl | couikd gutin A LOT of souble 160 for apeeding e m somesns you s

Abe: i s iy 2 ged e o a1 n routallill

The Script (cont)

¢ Does the juvenile attend school or are they
homeschooled?

— Attending school gives you more flexibility with
communication

— Attending homeschool may require more
consistent communication

1/24/2014
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Initial Communication

¢ Typical intro

— wat up,,,just saw ur post. U down 2 kick it wit
sum1 a lot younger :)

— Ohh snap,,,wat up boy. Down 2 kick it wit sum1 a
lot younger??
¢ Introduction expecting no reply

— Hey saw ur post and wanted to give u props,,,im
wayyyy to young but still wanted to say hi :)
byeeeee

'ﬁkac

What to do if Sexual Communication is
Minimal
e Can pose a serious issue for your investigation
¢ Important to articulate what the original ad
stated
¢ Methods of communication:

— Arrange meeting during night time hours

— Cite your concern of becoming pregnant at your
personified age

— Ask what you should wear

'ﬁkac

Eva Blah <haby svaduZ@gmail coms Man, Oct 29, 2012 a1 7:00 PM
To: passion vegas «passonadutclubyegas@hotmail coms

can | ask u question the, not suro how 2 ask
[

passion vegas <passionadulickitvegas@hotmal cor Man, Oct 29, 2012 91722 PM
To: babyevadu@@gmail com

Golorit

Date: Man, 25 Oct 2012 19:00:46 -0700
ettt o]

Eva Blah <babyevadu2@gpman coms Maon, Oct 20, 2012 a1 730 PM
To: passion vegas <passionadulticlubyegas@hotmail coms

well im rt tryin 2 be on mitvs 14 and praggers # u faed ma,..u down 2 rock that condom?  cant balieve | just asked
that hehe
i o |

Passion vegas <passionadulichitvegas@hotmad coms Mon, Oct 20, 2012 a1 733 PM
To: babyevadu@@gmail com

U hall yoah | dont wang any hackin kids oithes

1/24/2014
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Eva Blah «<baby evadu2(@gmail. como Man, Oct 29, 2012 af 7:34 PM
To: passion vegas <passicnadullchibvegas@holmail coms

i, hat shit strossas @ gl out 3}

st ot k|

passion vegas <passionackiiciubvegas@hotmail coms Man, Oct 29, 2012 at 7:37 PM
To: babyevadua@gemall com

Im s 10 cuam on you aeyway o

Date; Mon, 29 Oct 2002 19:34:29 -0700

Eva Blah <babyovadu2(@gmail coms Man, Oct 29, 2012 at 7:38 PM
To: passion vegas <passionaduliclubvogas@hatmail coms

omg.. Jove il
Fhcascs ot o]

passion vegas <passionacuichubregasgdhotmall coms Mon, Oct 29, 2012 at 7:40 PM
To: babyevadi2@gmail com

Your going 10 bog ma 1o cum all over your face whils your jorking mo of ;)

Meeting Up in Late Hours

+17025883535; be free from my friend at around 9

Me: ok, i can do that, would u for sure be able 2 bring me home by 3 or 47
+17025883535: Yea | can

+17025883535: So what's that mean? U decided to meet? 4

Me: k,,.maybe u could just drop me off like around the comer or sumthin
+17025683535: Lol A

Me: 7) yes silly

Me: ill stop b n a bugaboo ) ill hit u up later, byyyyeeee boy :)

Limitations by Script

Often times, you can avoid repeated requests
if you lay a proper foundation

— Photos

— Communication over the phone

— Exchange of naked photos

— Social networking sites

— Sexual history

'ﬁkac
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Naked Photos

U e answesed my masiutabon puesaos.
‘st | dont ealy nommaly Lk atout
b | ooy e pacs 50 if 4 send me 1 sond i one |

e dicide o send 0 Aty g st 50| ko o e ok
el sy with s with et Bhat person, fm ol ¥e boy e ks about my Shi ko ofhers

O was s makiog sure
‘s e war 1 wasnd ko bime a0 | had sum comeper
PREITHTIT | 36t A coUple pect 1o o e
e st 0 1 by
. 847 1 ot o O s ) Bl
‘B23TA7MT: O M not s comeper f u Choose 30 send me pics Ial s naughty then B o 1oy & sy
23787 Sowhens da U go when U party

b urve A kS oG A g Wit s and e e
2aTaTAT: Can 1ol u Sometting
*ATRaITATIT: O Bats codl
R s e Sl o AP |
47 At v 1k 3 making o Py an viry

Do You Have a Facebook?

b | Joel ya_do u have a car?
7023298041; Yeah

b | st aind e 2 et in roubs,_mayts Zmoerow would be betier

s1Tezazssedt: Ok K3 up o u

Abe: hope U ok mad

+1T823288841: fm rot mad

1Toaxanedat: Do u have Facebeook 7

Mbac ool i 80, bt | dort ghve it 2 peeps i dont really know? do u have 1

+TT823398041: Yieah. Butl dor gve i 10 people | don really keow ol

nba | fotaly feelu |

#17E22398041: S0 2momow is for e Orno 7

bec v for sure boy, ave st backan il im ur car of rolln Sumwhene?

1TO2IIBER41: Iy Cad

+1T823298041: Tomonow i Satutiay. Can u et ol 77

Ade: haha_cdo s have Bn{ 777

sATRIIINGAY: Yeuh

b ol snap

+1TE22I90041: What 7

M sl caus 0 have bt

#17023288041: Anyiting wicng wih that. 77 They arent 1oo dark

b woll wal Kinda pimg ride u 9o haha

s17623298041: Ll wil

Use of an Application

o 0 0w | w2340 s s B ety s o
ke cort e D v v waiched 1 4
ITATIAT. | ot g . Wttieg) whoe wih that. Eves marted! 15 360 00
Mg s 1t | o b e
wara 0 S 1 et e e o st oo

o about s takong pesod

e s B 50y 8 0% e check may Cofl rscores,_ b o 9 et ot e sen pocs o et pecy_bt s 58 ook
s pry?
Cani irrad s

17



The Power of Saying Goodbye

e e ] Lot o T LsBing s 1 s 648 a0l ko
o Vet it 1 el e o e

“Leave Me Alone...I'll Call the Cops”

Teo Shy <teoshy2011@yahoo.com> Fri, Oct 28, 2010 at 1:47 AM

To: fan2mon@gmai com

What happen to you?. where are u?..are u ok?

S Mixon <fixnZmixn@gmail.com> Fri, Oct 29, 2010 at 10:03 AM
To: Too Shy <tooshy2011@yahoo com>

| bat youll ksten 2 this._leave me alone or im callin the cops u creepy old guylliiH

Too Shy <tooshy2011@yahoo.com> Fri. Oct 29, 2010 at 7:25 PM
To: fan2mixng@gmai com

Samantha ur the cne that repbed to my add_ur just cool to talk 1o, that kst ime | was going fo meet ya but u
t got the message on time, . we can meet tonite if ud like. nathing wrong with meating

Reversal UC Operations

1/24/2014
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Craigslist Investigations

e Poll Question 3:

Reversal UC Operations

¢ The majority of law enforcement efforts
involve responding to suspicious posts

— Replying to suspect who is looking to meet a
juvenile

¢ Reversal operations involves posting a
Craigslist ad
—Juvenile
— Parent or guardian

'ﬁkac

Posing as a Juvenile

: the dppr

who wants 2 buy me a ps3 game? - m4m (henderson)

1/24/2014

Dhate: 201 2-06-29, 1:19PM PDT
Reply to: wogn2-31001 37965 @ pers, craigshist.org

hit me up 4 real

® Location: hemderson
® iil's NOT ok 1o contact this posser with services or other commercial inerests

PostinglD: 31009137965

19



Posing as a Paren

plesne flag with care

Mommy Zoe is back - wdm (Las Vegas / s Mgz
Henderson) solubized

Date: 2010-10-11. 3:27PM PD1 Do il ccaiplin

(ool To 1o Post__
Title says it all

il services or other commercial aterests

Creating the Hype

las VEQas IJJXI‘-’I!-‘ > i&lm\ﬁls > casual encounters email this posting 1o a friend
Trying to find Mommy Zoe - wdm (Las Vegas)

Diate: 201 1-08.06, 6:20PM PDT
Reply 1o
Faply To This Post

1f amyone knows how 1 can find monmry zoc please bet me know

Interested Subject

Trying to find Mommy Zoe - wdm (Las Vegas) e |

Shane Donley shanedonleyi@mac com yia craigshist org
pars-wwemb-2585 7 25508@cragsis! ong
Tue, Sep 6, 2011 at 6:31 PM
Trying o find Mommy Foe - wdm (Las Vegas)
crangshst.org
" CRAIGSLIST ADVISORY - AVOID SCAMS BY DEALING LOCALLY
** Awoid: wiring money, cross-border deals, work-at-home
" Beware. castwer checks, money orders, escrow, shipping
** More Info: hitp:/fwww craigslist org/aboutiscams. html

i's just killing ma not knowing whal mommy zoe s
can ya help me out here
Thx

1/24/2014
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Posing as a Good Samartian

¢ “Good Samaritan” posts a warning to other CL
users

* Within minutes, replies begin to come in from
people in “disgust”, but wanting more details

— They’re provided limited information but assured
the woman and her child are real

— The email address to Mommy Zoe is provided as
well

@:ac

las vegas craigslist > personals > casual encounters

Pleuse report suspecied exploitution of miners o the appropriate authorities

beware of mommy zoe!! - wdm (vegas)

Date: 2012-08-13, 11:21AM PDT

stay away from mommy zoe!! she is pimping her teenager daughter out.
and ves i'm 100% real. i thought it was fake at first. be careful

® Location: vegas

® it's NOT ok to contact this poster with services or other commercial interests

PostinglD: 3202961707

Questions?

Thank you for attending!
Detective Wayne Nichols

— Wayne.Nichols@cityofhenderson.com
— 702-267-4778 (office)
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